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Subpart A—General Provisions

§154.1 Purpose.

(a) To establish policies and proce-
dures to ensure that acceptance and re-
tention of personnel in the Armed
Forces, acceptance and retention of ci-
vilian employees in the Department of
Defense (DoD), and granting members
of the Armed Forces, DoD civilian em-
ployees, DoD contractors, and other af-
filiated persons access to classified in-
formation are clearly consistent with
the interests of national security.

(b) This part: (1) Establishes DoD per-
sonnel security policies and proce-
dures;

(2) Sets forth the standards, criteria
and guidelines upon which personnel
security determinations shall be based;

(3) Prescribes the kinds and scopes of
personnel security investigations re-
quired;

(4) Details the evaluation and adverse
action procedures by which personnel
security determinations shall be made;
and

(5) Assigns overall program manage-
ment responsibilities.

§154.2 Applicability.

(a) This part implements the Depart-
ment of Defense Personnel Security
Program and takes precedence over all
other departmental issuances affecting
that program.

(b) All provisions of this part apply
to DoD civilian personnel, members of
the Armed Forces, excluding the Coast
Guard in peacetime, contractor per-
sonnel and other personnel who are af-
filiated with the Department of De-
fense except that the unfavorable ad-
ministrative action procedures per-
taining to contractor personnel requir-

§154.3

ing access to classified information are
contained in DoD 5220.22-R and in 32
CFR part 155.

(c) The policies and procedures which
govern the National Security Agency
are prescribed by Public Laws 88-290
and 86-36, Executive Orders 10450 and
12333, DoD Directive 5210.451, Director
of Central Intelligence Directive
(DCID) 1/142 and regulations of the Na-
tional Security Agency.

(d) Under combat conditions or other
military exigencies, an authority in
paragraph A, Appendix E, may waive
such provisions of this part as the cir-
cumstances warrant.

[52 FR 11219, Apr. 8, 1987, as amended at 58
FR 61024, Nov. 19, 1993]

§154.3 Definitions.

(a) Access. The ability and oppor-
tunity to obtain knowledge of classi-
fied information. An individual, in
fact, may have access to classified in-
formation by being in a place where
such information is kept, if the secu-
rity measures that are in force do not
prevent him from gaining knowledge of
such information.

(b) Adverse action. A removal from
employment, suspension from employ-
ment of more than 14 days, reduction
in grade, reduction in pay, or furlough
of 30 days or less.

(c) Background Investigation (Bl). A
personnel security investigation con-
sisting of both record reviews and
interviews with sources of information
as prescribed in paragraph 3, Appendix
A, this part, covering the most recent
5 years of an individual’s life or since
the 18th birthday, whichever is shorter,
provided that at least the last 2 years
are covered and that no investigation
will be conducted prior to an individ-
ual’s 16th birthday.

(d) Classified information. Official in-
formation or material that requires
protection in the interests of national
security and that is classified for such

1Copies may be obtained, at cost, from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

2Copies may be obtained, if needed from
Central Intelligence Agency (CCISCMS/ICS),
1225 Ames Building, Washington, DC 20505.
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